
 
 

   
 

GDPR Policy 

Aims  

Next Steps Education Ltd takes data protection very seriously. As such, this policy outlines the 

measures the agency will put in place to ensure the protection of all personal and sensitive data 

about staff, pupils, parents and other individuals. This policy outlines a data protection by 

design culture within the agency so that all collection, storage and processing of data, whether 

digital or on paper, is carried out lawfully in accordance with the General Data Protection 

Regulation (GDPR) and Data Protection Act (DPA) 2018. 

 

Legislation and Guidance  

General Data Protection Regulation (GDPR) came into force in May 2018 as part of the Data 

Protection Act 2018 (DPA 2018) which replaces the previous Data Protection Act 1998. GDPR 

relates to the collection, processing and storage of personal data. This policy is based on 

guidance published by the Information Commissioner’s Office (ICO) and the ICO’s code of 

practice for subject access requests. 

 

 

 

 

 

 

 

 

 

 



 
 

   
 

Definitions  

Throughout this policy, the following terminology with the accompanying definitions will be 

used. 

 



 
 

   
 

Roles and Responsibilities  

Next Steps Education Ltd will follow the outline below for distribution of responsibilities in 

relation to GDPR within the school. 

 

 

Data Protection Principles 

The data protection principles that the agency follow in order to be compliant with GDPR state 

that personal data must be:  

• processed lawfully, fairly and in a transparent manner;  
• collected for legitimate purposes;  
• relevant and limited to what is necessary in order to fulfil the purposes for which it is 

processed;  
• kept up to date;  
• stored for no longer than is necessary;  
• processed in a way that ensures it is appropriately secure.  



 
 

   
 

This policy outlines how Next Steps Education will comply with these principles. 

 

Collecting Personal Data  

Collecting personal data will be an inevitable part of the day-to-day business of Next Steps 

Education Ltd. We will only collect personal data for specific, explicit and legitimate reasons. 

We will explain these reasons to the individuals when we first collect their data. To ensure that 

this data is handled and processed appropriately and with minimal risk, Next Steps Education 

Ltd, as data controller, adheres to the guidelines outlined below. 



 
 

   
 

 

Sharing Personal Data  

As with the collection of personal data, it is integral to the effective functioning of Next Steps 

Education Ltd that personal data will need to be shared in certain circumstances. To ensure that 

personal data is shared lawfully, the following considerations must be taken into account. 



 
 

   
 

 

 

Subject Access Request (SAR)  

As part of GDPR, data subjects are entitled to make a request to any organisation, such as Next 

Steps Education Ltd, to access personal data held about them. This is known as a subject access 

request (SAR). Next Steps Education Ltd therefore needs to be reasonably prepared for such an 

eventuality by establishing the procedure outlined below. NB: Personal or sensitive data about 

a child belongs to the child. However, if a child is deemed unable to understand their rights or 

the implications of a SAR, or is unable to give consent, a parent or guardian can make the 

request on their behalf. 

 



 
 

   
 

 

 

 

Photos, Video, Zoom Recordings  

Next Steps Education Ltd recognises that photos, video and Zoom recordings of individuals will 

be part of the personal data processed by the agency. As a result, the following measures are 

adhered to in order to ensure responsible handling and processing of such data. 

 



 
 

   
 

 

 

 

 

Data Retention- Security and Storage  

At Next Steps Education Ltd only data that is adequate, purposeful, necessary and limited to 

what is essential will be stored. The school will ensure that any stored data will be protected 

from unauthorised access and data breaches through the implementation of up to date and 

well-maintained security protocols. This will guarantee the confidentiality, integrity and 

availability of personal data. Confidentiality means that data will only be accessed by those who 

are authorised to access it. The integrity will be maintained through guaranteed accuracy and 



 
 

   
 

suitability of all data stored; inaccurate or unsuitable data will not be retained. Availability will 

be maintained, meaning those that are authorised to access the personal data are able to do so 

as and when required. 

 

 

 

 

Staff Remote Working  

For remote working to comply with GDPR, Next Steps Education Ltd implements the following 

procedures:  

• All tutor’s laptops will be password protected.  

• When working remotely and accessing the agency network, staff will use a secure 

password; this will prevent unauthorised access to agency software and networks.  



 
 

   
 

• Tutors are responsible for having up-to-date antivirus software installed to prevent any 

malicious or unauthorised access to agency records, personal or sensitive data.  

• Staff are permitted to use personal or home Wi-Fi networks but are not permitted to 

use public Wi-Fi when working remotely. Public Wi-Fi security is not always strong 

enough to prevent a data breach. 

 

Disposal of Data  

Next Steps Education Ltd will always ensure that records containing personal and/or sensitive 

data are disposed of safely and securely. For example, any paper records due to be disposed of 

will be securely shredded on site. Any digital records containing personal data will be deleted 

using the internal erasure procedure of the relevant software. It is up to individuals to make 

sure they have deleted personal data from devices once that data is no longer relevant, or the 

device is being passed on. 

 

Compliance Monitoring  

As data collection and processing changes and updates. Next Steps Education Ltd confirms 

continual compliance through compliance monitoring. The designated DPO will, as part of their 

role, undertake regular monitoring of data records held by the agency, checking they are 

relevant, necessary and accurate. The DPO will monitor the compliance of the roles outlined in 

this policy with their assigned responsibilities, impartially checking that these are carried out in 

accordance with policy. The DPO will monitor who the agency is sharing data with and the 

integrity and necessity of the third-party data processing. The DPO will monitor procedures for 

SAR and data breaches, ensuring these are followed correctly and in a timely manner. 

 

Data Breaches  

At Next Steps Education Ltd all reasonable action will be taken to keep data handling and 

processing safe and secure within GDPR. However, should a data breach occur, Next Steps 

Education Ltd will be prepared to handle any such breach in the manner outlined below. 

Potential data breaches within an agency context could be an email containing sensitive 

personal data could be sent to an incorrect email address. 



 
 

   
 

 

 

 

Training  

Upon receiving the ICO report, the DPO will act upon the ICO’s recommendation.  

To guarantee continued compliance with GDPR all staff will receive data protection training as 

part of the induction process at Next Steps Education Ltd.  

Ongoing continuing professional development (CPD) for all staff will include relevant and 

topical GDPR training as and when required. 

 

Links to Other Policies  

The following policies should be read and considered in conjunction with this GDPR policy: 

Online Safety Policy  

Code of Conduct Policy  

Whistle blowing Policy  

Safeguarding Policy 
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I am requesting access to my own personal data, as detailed above. I confirm that I am the 

individual named above and the data I am requesting access to is my own personal data. I have 

supplied the information above to aid the subject access request and also to validate my 

identity. I have provided identification to prove my name and address.  

Signature:  

Date: 
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